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Objectives

• Review basic information about HIPAA 
and the HITECH Act.

• Provide training on the adequate use of 
Protected Health Information (PHI).

• Present important privacy and security 
principles as well as MCS policies and 
procedures. 
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What is HIPAA?

• HIPAA is the acronym for Health Insurance Portability and
Accountability Act of 1996 (45 CFR Parts 160 and 164). This law
provides a framework for establishment of nationwide
protection of patient confidentiality, security of electronic
systems, and the transmission of health information.

• HITECH is the acronym for Health Information Technology for
Economic and Clinical Health. It is part of the American Recovery
and Reinvestment Act (ARRA), signed by President Obama on
February 17, 2009. This law added new requirements to the
HIPAA Privacy and Security rules.
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What is HIPAA? cont.

• HIPAA uniformly sets forth minimum standards, for all

USA and P.R. on how to:
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• HIPAA is divided into three parts:

➢Privacy Rule

➢ Security Rule

➢Breach Notification Rule

✓ Handle patient’s health information.

✓ Safeguard the privacy, confidentiality, 

and security of the information.



What is protected health information?

• Protected Health Information (PHI) refers to identifiable health information
that relates to a patient’s past, present, or future physical and/or mental
health, health care, or payment:

➢ Created or received by covered entity in its capacity as a healthcare
provider.

➢ Maintained in any form or medium, e.g., verbal, paper, electronic,
images, etc.

• PHI is NOT limited to the patient’s clinical information. 
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PHI includes any information that can lead to the 

identity of the patient, including financial information 

and demographic information. 



PHI – Individual Identifiers
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• Name

• Postal Address

• Date of Birth

• Social Security Number

• Telephone Number

• License Number

• Occupation

• Medical Record Number

• Account Number

• ID Number

• Email Address

• Fax Number 

• Any vehicle or other device serial 

number

• Web URL (WWW)

• Internet Protocol (IP) Address

• Finger or voice print

• Photographic Image [not limited to 

images of the face]

Any information or data point that 

can identify the individual.



Examples of Documents that Contain PHI

• Any fax communication containing 
subscriber’s identifiers sent or 
received at MCS.

• Clinical Record or any part of it

• Clinical test results with patient 
identifying information: 

• X Rays

• Laboratory test results

• Prescriptions

• Pre-Authorizations

• Billing information  

• 1500, UB40 Forms

• Explanation of Benefits (EOB)

• Explanation of Payments (EOP)

• Enrollment Forms 

• Any printed document that contains 
plan members PHI (i.e: CHRA Form)
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Who Needs to Comply with HIPAA?
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Providers Health Plans “Clearinghouses”

Individual or entity that  

furnishes, bills or is paid for 

health care in the normal 

course of business.

Health insurance companies 

(private or public health 

plans).*

An entity that processes or 

facilitates the processing of non-

standard data elements of health 

information into standard data 

elements.

* Excluded:

- Life Insurance

- Workers Compensation Plan

E.g. MCS; UnitedHealth; 

Medicare.

E.g.: Inmediata; Assertus.E.g. Doctors; Pharmacies; 

Laboratories; Hospitals. 



• Business Associate (BA)

• Any individual or entity that is not a member of the Covered Entity’s 

workforce and who, on behalf of a Covered Entity, performs a function or 

service in which the BA creates, receives, maintains, or transmits PHI. 

▪ Ej:  Legal counsel (external), FHC, EnvisionRx, Evertec, SourceHov, company 

contracted to destroy confidential documents (i.e. Iron Mountain).

• Business Associate Agreement (BAA) 

• A written contract that provides satisfactory assurances that the BA will 

appropriately safeguard any PHI received from or created for the Covered 

Entity. 
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** PHI may not be shared with any vendor prior to 

the execution of a BAA.

Who Needs to Comply with HIPAA? cont.



Privacy Rule Patient’s Rights
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The Privacy Rule grants individuals seven specific rights regarding their
PHI:

• Right to a notice of the privacy practices.

• Right to access the individual’s PHI.

• Right to request an amendment of the individual’s PHI.

• Right to an accounting of disclosures of the individual’s PHI.

• Right to request restrictions on the use and disclosure of the 

individual’s PHI for treatment, payment, and health care operations. 

• Right to receive confidential communications of the individual’s 

PHI.

• Right to complain to the Covered Entity and the Secretary of HHS 

about the privacy policies and procedures of an entity and its 

compliance with its own policies and with the Privacy Rule. 



Privacy Rule Uses and Disclosures of PHI
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HIPAA permits the use and disclose PHI without any authorization for
purposes of TPO:

➢ Treatment – disclosure of PHI in order to provide treatment to
beneficiaries.

E.g.: Pharmacy communicates with doctor to verify the dose of a medication.

➢ Payment – PHI in order to charge a service provided; payment of
premium.

E.g.: Doctor communicates with the MCS Call Center in order to verify a
patient’s eligibility.

➢ Health Care Operations – activities such as audits, training, complaint
management, etc.

E.g.: A contractor requests a simple of a health record in order to perform a
quality audit.



Privacy Rule Authorization for Use and/or Disclosure of PHI
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What is an Authorization for Use and/or Disclosure of PHI form?

• A HIPAA authorization is a consent obtained from a patient or health plan member that permits a 

covered entity or business associate to use or disclose PHI to an individual/entity for a purpose that 

would otherwise not be permitted by the HIPAA Privacy Rule. 

• In other words a HIPAA authorization gives covered entities permission to use protected health 

information for purposes other than treatment, payment, or health care operations. 

When is HIPAA Authorization Required?

• Use or disclosure of PHI otherwise not permitted by the HIPAA Privacy Rule

• Use or disclosure of PHI for marketing purposes except when communication occurs face to face 

between the covered entity and the individual or when the communication involves a promotional 

gift of nominal value.

• Use or disclosure of psychotherapy notes other than for specific treatment, payment, or health care 

operations (see 45 CFR §164.508(a)(2)(i) and (a)(2)(ii))

• Use or disclosure of substance abuse and treatment records

• Use or disclosure of PHI for research purposes

• Prior to the sale of protected health information



• The Minimum Necessary Standard requires that only the minimal amount of 
PHI necessary to perform a duty be used, disclosed, or requested. 
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MCS-Policy-065

Privacy Rule Minimum Necessary Standard 

Reasonable efforts must be made not to use, disclose, or 

request more than is necessary to accomplish a task. 



The Minimum Necessary Standard does not apply to the following:

➢ Disclosures to or requests by a health care provider for treatment 
purposes

➢ Disclosures to the individual subject of the information

➢ Uses or disclosures made pursuant to the individual’s authorization

➢ Use or disclosures required for compliance with Health Insurance 
HIPAA administrative Simplification Rules

➢ Disclosures to the Dept. of Health and Human Services (HHS) when 
disclosure is required under the Privacy Rule for enforcement 
purposes

➢ Uses or disclosures that are required by other laws 
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Privacy Rule Minimum Necessary Standard, cont. 

MCS-Policy-065



Privacy Rule Identity Verification

• Prior to disclosing any PHI, the identity and authority of the
individual requesting PHI must be verified.

• The goal of the identity verification requirement is to obtain enough
information from the person requesting the PHI such that MCS
becomes confident that the person is, in fact, who he/she claims to be,
and that such person is permitted by applicable laws and regulations to
have access to the requested PHI.

15

CA-SP-014



Privacy Rule Release of Information

• A signed HIPAA release form must be obtained from a patient before their 
protected health information can be shared with other individuals or 
organizations, except in the case of routine disclosures for treatment, 
payment or healthcare operations permitted by the HIPAA Privacy Rule.

• If you don’t know if certain information may be released:

• Don’t guess!
• Contact the Privacy Unit. 
• Contact MCS Privacy Officer,  Alexis Lebron Brayfield at:

Alexis.Lebron2@medicalcardsystem.com
c: 1.787.397.4462
t: 1.787.758.2500 ext. 2694
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Why do we have to comply with HIPAA?

• Because, as MCS employees, we are obligated to comply with its policies
and procedures.

• Because our subscribers trust that MCS will protect the privacy of their
most sensitive and personal information.

• Because it is our responsibility to seriously consider the confidentiality of
the subscriber’s information.

• To show our commitment with protecting the privacy of the information
that we access and handle.

• Because compliance with HIPAA is not optional, but it is a legal
requirement.
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MCS-Policy-001



What happens if we do not comply with HIPAA?

• Every time we access or disclose a subscriber’s PHI, whether it is in

writing, spoken or electronically storage, we are automatically subject to

HIPAA privacy and security regulations.

• MCS beneficiaries who feel that their information was improperly used

or disclosed and that have been adversely affected, may file a complaint.

• MCS could be subject to loss of reputation, financial loss, and substantial

fines in excess of a million dollars.

• MCS employees who violate HIPAA regulations and/or MCS policy may

be subject to disciplinary actions, up to and including termination.

• Misuse of PHI could result in criminal prosecution against you.
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Who protects PHI?

FEDERAL GOVERNMENT

➢ Protects PHI through HIPAA regulations and OCR enforcement.

➢ Civil penalties – up to $1,500,000/year for identical types of 
violations.

➢ Criminal penalties.

STATE GOVERNMENT

➢ State Attorneys may enforce HIPAA and impose penalties. 

REGULATORY AGENCIES

➢DACO and ASES may impose sanctions and penalties to non-complaint entities. 
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MCS

➢ Through maintaining information security safeguards.

➢ By enforcing privacy and security policies and procedures.

➢ Notice of Privacy Practices (NPP).

MCS WORKFORCE MEMBERS

➢ By following MCS policies and procedures.

➢ By using good judgement when handling PHI.

BUSINESS ASSOCIATES
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Who protects PHI? cont.
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$10,000-$50,000 per 

incident up to $250,000

$50,000 per incident 

up to $1.5 Million

$1,000-$50,000 per 
incident up to $100,000

$100-$50,000 
per incident up to 

$25,000
First Tier

Second Tier Third Tier

Fourth Tier

HIPAA Penalty Tiers



Security Rule The CIA Triad
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• Confidentiality – is about ensuring the privacy of PHI.

• Integrity – has to do with how PHI is handled to ensure that it is not
altered or destroyed in an unauthorized manner.

• Availability – is about keeping systems and 

hardware that store and access PHI 

functioning properly.
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• Do not leave PHI exposed or unattended in your work area after working

areas or during extended time periods (example: on top of file cabinets,

cubicles, desks, tables, etc.

• If your file cabinets, cubicles, desks, or drawers are equipped with key locks,

do use them after working hours.

• If your work area does not allow or facilitate for the protection of PHI,

inform this situation to your Supervisor or the Compliance Department.

• Do not leave printouts containing PHI on printers or fax machines.

PHI Handling Workstation Use & Security



• Log-off your computer when you are done or if you are stepping away
from you workstation, event if it is only for a few minutes.

• Maintain a clean desk is a great method to enforce PHI/ePHI security.
Often employees at a covered entity will have documents and notes on
their desk containing PHI.

• By simply requiring that employees keep their desks cleaned and
locked when they are not at their desk effectively solves this issue.
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PHI Handling Workstation Use & Security, cont.



PHI Handling Document Disposal

• Only dispose of paper and other documents containing PHI in the 
authorized PHI containers. 
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AUTHORIZED DOCUMENT DISPOSAL CONTAINERS

Recycling bins and trash cans are NOT considered secure for PHI 

disposal purposes. 



Disclosure of Information Fax Machines

• The fax machine must be located in a secured location, with limited and 

restricted access.

• When sending a fax transmission, use a fax cover sheet, which contains the 

corporate Confidentiality Notice.

• Before sending a fax, call the addressee and validate the fax number.

• After sending a fax, call back to confirm successful delivery of the fax.

• Store the fax delivery confirmation sheet.

• If you use Right-Fax, always validate the receiver’s fax number. 
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Security Rule Access Management

• MCS protects the confidentiality and security of our beneficiary’s

information by requiring a unique username and password combination in

order to access information systems and database.

• Do not share your login ID or password with other employees.

• Remember that each MCS workforce member is responsible for any

activity that occurs under his/her username and log-in.

• Only company-approved methods of remote or wireless access should be

used.

27



Security Rule Password Management

• Create strong passwords! 

➢ Avoid using easily guessed numbers and/or data (e.g. birthdates, 

phone number, family member names).

• Do not share passwords with anyone, write them down, or post them 

in public places (e.g. post-it on the computer monitor).

• If you suspect your password has been compromised, notify Service 

Desk (Ext. 767).
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Quick tip!  To remember a complex password, 

use an acronym of a phrase; for example:

My Dog Likes to go for a car ride! = “MDL2gfacr!”



Security Rule E-Mail Use

• Do not use the e-mail system for sending or receiving personal messages.

• Emails containing PHI should limit such information to the minimum

amount necessary.

• Always use an encryption method (“PHI CONFIDENTIAL” in subject line)

when sending electronic mail containing PHI to a recipient outside MCS’s

network.

• Prior to “attaching” documents in an email, users should carefully verify

that said document(s) are the correct ones intended for the recipient of

the email.
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IMPORTANT: Password protecting a document is not the same 

as encryption and does not make the attachment secure for 

transmission via de internet (external).

• Encryption takes your data or written text/PHI and turns it into 

unreadable text using software or algorithms. 

Security Rule E-Mail Use, cont.



Security Rule Encryption

• Encryption is required under federal regulation by the Department of

Health and human Services (HHS), Office for Civil Rights (OCR).

But what is it and why do you need it? 

• The HIPAA Security Rule sets specific safeguards that must be in place
to protect ePHI. It states that encryption must be used to protect ePHI
and reduce the probability of a breach of your patients’ or
customers’ sensitive health data.

• Encryption takes your data or written text/PHI and turns it into 

unreadable text using software or algorithms.  This unreadable text can 

only be deciphered through an encryption key that will allow you to 

read it once again.
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Security Rule Social Engineering

• These are attempts by people to trick you out of sensitive information.

• A person may call on the phone saying they are from IT Support, or 

come in the office wearing a repair man uniform to gather or steal 

information.

• Verify anyone who is asking you to do something out of the ordinary.

• Never give your password to anyone, for any reason!
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• “Phishing” is a cyber attack that uses a disguised email as a weapon. 

• The goal is to trick the email recipient into believing that the message is 

something they want or need.  For example, a request from their bank, or a 

note from someone in their company asking the user to “click” on a link or 

download an attachment.

• Phishing emails represent the primary threat/vulnerability to IT Security.

Never “click” on an attachment or link in an unexpected email.

Even if the email looks like it is from someone you know.
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Security Rule Phishing



• Always check the spelling of the URLs in email links before you click or 

enter sensitive information.

• Watch out for URL redirects, where you're subtly sent to a different 

website with identical design.

• If you receive an email from a source that you know, but it seems 

suspicious, contact that source with a new email, rather than just hitting 

reply.
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PHISHING EMAIL 

EXAMPLE

Security Rule Phishing, cont.



Breach Notification Rule
• A breach is an impermissible use or disclosure of (unsecured) PHI.

• Any suspected unauthorized/impermissible use or disclosure of PHI will 
require an investigation and risk analysis in order to determine if it, in 
effect, constitutes a breach.   

• PHI that is not rendered unusable, unreadable, or indecipherable to 
unauthorized persons by use of an encryption is considered unsecured.    
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• A breach is considered as “discovered” starting 

on the first day the breach is known to the 

covered entity, or in the exercise of reasonable 

diligence, it should have been known to the 

covered entity.

• Depending on the seriousness of the incident, the covered entity could be 

fined by the HHS Office of Civil Rights.



Incident Reporting Workforce Duties & Responsibilities

All MCS workforce members are responsible for:

• Staying aware of, and identifying, actual or potential security or privacy incidents. 

• Immediately alerting their supervisor and/or the Privacy Unit or Security Unit of 

any situation or event that compromises the security or privacy of any PHI.

• Reporting any suspected security and privacy incidents to the Privacy Unit or 

Security Unit, as appropriate.

• Terminating the act or omission causing the security or privacy incident; and 

mitigating harmful effects, if possible.

• Promptly implementing recommendations provided by the Privacy Unit or 

Security Unit in order to avoid future security or privacy incidents.
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Why is it important to report incidents and 
respond to complaints?

• So they can be investigated, managed, and documented.

• So they can be prevented from happening again in the future.

• In some instances, management may have to notify affected parties of 

lost, stolen, or compromised data.

• So damages can be kept to a minimum.

• To minimize your personal risk.
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Incident Reporting  Compliance 360° – MCS Intranet
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• Privacy incidents may be reported to the Module, the Privacy 

Unit has developed a new Privacy/Security Incident 

Submission Form, which is available for download in the MCS 

Intranet portal.

• Privacy/Security Incident may be 

reported using the hyperlink 

“Report a HIPAA Incident” 

included in the homepage of the 

Intranet portal. 



Disciplinary Actions for Non-Compliance of HIPAA Regulations
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• Any non-compliance with HIPAA Regulation and/or related MCS policy
and procedure will be investigated exhaustively and the corresponding
disciplinary measures will be imposed, taking into consideration the
nature and scope of the non-compliance.

• Disciplinary sanctions shall be imposed on a case-by-case basis and
taking into consideration the totality of information available.

Disciplinary actions may be modified based on the

applicable mitigating and/or aggravating factor(s).



HIPAA Compliance Best Practices

• Treat health information as if it were your own.

• Human error is the primary cause of HIPAA incidents – be conscious of 
the way you handle the information you are working on.

• Multi-tasking or being distracted often leads to health information being 
given to the wrong individual, which greatly erodes beneficiary’s trust 
and satisfaction. 

• Prompt action is key in any privacy or security incident response – be 
proactive in reporting actual or potential incidents. 
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REMEMBER…
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MCS always wins!


