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Policy Title: 

Notice of Privacy Practices Policy

Applies to:  
 MCS Healthcare Holdings, LLC 
 MCS Advantage, Inc.
 MCS Life Insurance Company
 MCS General Insurance Agency

Approved by: Corporate Compliance Committee

POLICY

A. MCS acknowledges the individual’s right to receive an adequate notice of the uses and disclosures of 
protected health information (PHI) that may be made by MCS, as well as the individual’s rights and 
MCS’ legal duties with respect to PHI, as set forth in 45 C.F.R Section 164.520(a)(1) – Notice of privacy 
practices for protected health information. The aforementioned notice shall be henceforth referred to 
as “Notice of Privacy Practices”.

B. The Notice of Privacy Practices shall be written in plain language and contain the following elements, 
as required by 45 CFR 164.520(b):

i. The following statement prominently displayed: "THIS NOTICE DESCRIBES HOW MEDICAL 
INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET 
ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY."

ii. The type uses and disclosures of Protected Health Information (PHI) that may be made by MCS 
including at least one example, of the types of uses and disclosures that MCS is permitted to 
make for each of the following purposes: treatment, payment, and health care operations; , 

iii. A description of the types of uses and disclosures for psychotherapy notes, marketing and sale 
of PHI that require authorization and a statement that the individual may revoke an authorization;

iv. If MCS does any of the following, a separate statement informing the individual of the following, 
as applicable:  

a. if PHI is disclosed to the sponsor of a group health plan, notice that MCS may disclose PHI 
to the sponsor of the plan; or 

b. If MCS uses or discloses PHI for Underwriting purposes, a statement that MCS is prohibited 
from using or disclosing Genetic Information for such purposes.

v. The rights of an individual with respect to his/her PHI; 

vi. A statement that MCS is required by law to maintain the privacy of protected health information, 
to provide individuals with notice of its legal duties and privacy practices with respect to protected 
health information, and to notify affected individuals following a breach of unsecured protected 
health information; 

vii. A statement that MCS is required to abide by the terms of the notice currently in effect;
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viii. A statement that MCS reserves the right to change the terms of its notice and to make the new 
notice provisions effective for all PHI that it maintains;

ix. A description of how MCS will provide individuals with a revised notice;

x. A statement that individuals may complain to MCS and to the Secretary of HHS if they believe 
their privacy rights have been violated, a brief description of how the individual may file a 
complaint with MCS, and a statement that the individual will not be retaliated against for filing a 
complaint;

xi. The name, or title, and telephone number of a person or office to contact for further information; 

xii. The date on which the notice is first in effect; and

xiii. The nondiscrimination notice and tagline, as required by Section 1557 – Nondiscrimination 
Provision – of the Patient Protection and Affordable Care Act (ACA). 

C. MCS shall promptly revise and distribute the Notice of Privacy Practice whenever there is a material 
change to the uses and disclosures, the individual’s rights, MCS’s legal duties, and/or any other privacy 
practice stated in the Notice.  A material change to any term of the Notice may not be implemented 
prior to the effective date of the Notice in which such change is reflected.

DEFINITIONS

1. ACTright: Mechanism implemented by MCS to receive, record, respond and track compliance, FWA 
and/or security and privacy issues.  It is a web based application customized for MCS and designed to 
gather data from the Hotline, Web Reporting and MCS internal reporting by its users.  It is a confidential 
line and allows anonymity if desired.

2. Business Associate (BA): A person or entity, other than an MCS employee, that performs certain 
functions or activities that involve the use or disclosure of PHI on behalf of, or provides services to, 
MCS.  BA functions and activities include: claims processing or administration; data analysis, processing 
or administration; utilization review; quality assurance; billing; benefit management; practice 
management; repricing; and data aggregation.

3. Compliance 360°: is an enterprise-wide Governance, Risk and Compliance platform designed by SAI 
Global which provides a centralized management of regulations, as well as the ability to manage all 
corporate policies, internal audits, incident management, surveys, document retention, remediation 
projects, and assessments that help identify, manage and mitigate risks, improve efficiencies and ensure 
compliance with regulations and industry standards.

4. Covered Entity (CE): A health plan, a health care clearinghouse, or a health care provider who transmits 
health information in electronic form in connection with a transaction for which the Secretary of HHS 
has adopted standards under HIPAA.

5. Designated Record Set: Is defined at 45 CFR 164.501 as a group of records maintained by or for a 
covered entity that comprises:
 The medical records and billing records about individuals maintained by or for a covered health 

care provider;
 The enrollment, payment, claims adjudication, and case or medical management record systems 

maintained by or for a health plan; or 
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 other records that are used, in whole or in part, by or for the covered entity to make decisions 
about individuals. 

6. Department of Health and Human Services (HHS): The cabinet-level department of the United States 
federal government tasked with the goal of protecting the health of all Americans and providing 
essential human services.

7. Disclosure: The release, transfer, provision of access to, or divulging in any other manner of information 
outside the entity holding the information.

8. Genetic Information – means, with respect to an individual, information about: (i) The individual's 
Genetic Tests; (ii) The Genetic Tests of family members of the individual; (iii) The manifestation of a 
disease or disorder in family members of such individual; or (iv) Any request for, or receipt of, 
Genetic Services, or participation in clinical research which includes Genetic Services, by the 
individual or any family member of the individual. Any reference in these policies and procedures to 
Genetic Information concerning an individual or family member of an individual shall include the 
Genetic Information of: (i) A fetus carried by the individual or family member who is a pregnant 
woman; and (ii) Any embryo legally held by an individual or family member utilizing an assisted 
reproductive technology. Genetic Information excludes information about the sex or age of any 
individual.

9. Genetic Services – means: (1) A Genetic Test; (2) Genetic counseling (including obtaining, 
interpreting, or assessing genetic information); or (3) Genetic education. 

10. Genetic Test – an analysis of human DNA, RNA, chromosomes, proteins, or metabolites, if the 
analysis detects genotypes, mutations, or chromosomal changes. Genetic Test does not include an 
analysis of proteins or metabolites that is directly related to a manifested disease, disorder, or 
pathological condition.

11. Health Care: The provision of care, services, or supplies to a patient, including the following: preventive, 
diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, or procedure with respect to the 
physical or mental condition, or functional status, of a patient or affecting the structure or function of 
the body; sale or dispensing of a drug, device, equipment, or other item pursuant to a prescription.

12. Health Care Operations: Are certain administrative, financial, legal, and quality improvement activities 
of a covered entity that are necessary to run its business and to support the core functions of treatment 
and payment.

13. Office of Civil Rights (OCR): Refers to the organization within the U.S. Department of Health and Human 
Services (HHS) responsible for enforcing the HIPAA Privacy and Security Rules. OCR investigates civil 
rights, health information privacy, and patient safety confidentiality complaints to identify discrimination 
or violation of the law and take action to correct problems.

14. Protected Health Information (PHI or ePHI): Means individually identifiable health information that 
relates to the past, present, or future health or condition of an individual; the provision of health care 
to an individual; or the past, present, or future payment for the provision of health care to an individual. 
"Individually identifiable" means that the health or medical information includes or contains any 
element of personal identifying information sufficient to allow identification of the individual, such as 
the patient's name, address, electronic mail address, telephone number, or social security number, or 
other information that, alone or in combination with other publicly available information, reveals the 
individual's identity.
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15. Policy: A concise statement regarding the company’s position in response to regulatory or contractual 
mandates or other guides from federal or commonwealth agencies. 

16. Procedure: Critical steps for carrying out operations to achieve the policy intent. Each sentence starts 
with a verb. For example, “Review the file for accuracy and completeness.” Each step must describe 
only one action, should be succinct and to the point. Each step is numbered.

17. Workforce: Means employees, volunteers, trainees, and other persons whose conduct, in the 
performance of work for a covered entity or business associate, is under the direct control of such 
covered entity or business associate, whether or not they are paid by the covered entity or business 
associate.

REFERENCES 

Federal
 Health Insurance Portability and Accountability Act of 1996 – Pub.L.  104–191 (110 Stat. 2033)
 Patient Protection and Affordable Care Act – Pub.L. 111-148 (124 Stat. 119)
 American Recovery and Reinvestment Act of 2009 – Pub.L. 111–5

State
 Patient’s Bill of Rights and Responsibilities – Public Law No. 194 of August 15, 2000, as amended. 
 Puerto Rico Health Insurance Code – Public Law No. 194 of August 29, 2011, as amended – Chapter 

14.

RELATED MCS POLICIES & PROCEDURE(S)
 MCS-Policy-024: Individual’s Privacy Rule Rights
 CA-COMP-077: Handling the Review and Mailing of the Notice of Privacy Practices
 CA-COMP-085: Disciplinary Actions for Non-Compliance of HIPAA Regulations

POLICY REVISIONS

DATE CHANGE(S) REASONS

08/27/2010 Corporate format and structure of the written 
document.

Review the Security and Privacy 
Policies and procedures

01/28/2011 Review the format and structure of the written 
document

Review the Security and Privacy 
Policies and procedures

01/28/2012 Change department name by unit name. Review the Security and Privacy 
Policies and procedures

07/05/2013 Changes due to amendment of Insurance Code of 
Puerto Rico and change unit name for department

Review the Security and Privacy 
Policies and procedures

10/30/2014 Segregation between policies and procedures Annual Revision
10/05/2015 No changes Annual Revision
07/06/2016 Grammatical revisions Annual Revision

05/30/2017 Contents revision Review the Security and Privacy 
Policies and procedures

04/25/2018 Minor changes Annual Revision

08/07/2019
Eliminated procedural elements regarding the revision and 
provision of the Notice which are already included in the 

applicable procedure (CA-COMP-077); included the elements 
that must be included in the Privacy Practices Notice. 

Annual Revision
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O7/22/2020 Updated to reflect organizational changes. Annual Revision


